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Report on the software implications of the Measuring Instruments Directive (MID)

Background:

Resulting from requests from members regarding software implications, the GEA has briefly examined the MID, particularly with significance to exhaust gas analysers. However, the MID covers a wide range of equipment and deals with both software and hardware, so it’s not just emission analyser manufacturers and software engineers who need to study it.
What is the Measuring Instrument Directive?

It‘s an EU directive, commonly known as the MID, which will control a wide range of measuring instruments. Its adoption process was completed on the 31 March with the signing of the Directive by the Presidencies of both the Council of Ministers and the European Parliament. Transposition into national regulations is required to be completed by 30 April 2006 with the regulations to come into force by 30 October 2006.

The MID contains several requirements concerning software. Because the MID will be law, these requirements must be met in a prescribed measuring instrument used for trade. When new patterns are submitted for type approval under the MID, the software will be examined to ensure it meets the requirements of the MID.

What equipment is covered by the MID that may be of concern to GEA members? 

· Electrical energy meters 

· Heat meters 

· Measuring systems for quantities of liquids other than water (systems prescribed in the UK are liquid fuel delivered from road tankers and fuel dispensers) 

· Automatic weighing instruments 

· Material measures (material measures of length, capacity serving measures) 

· Dimensional measuring instruments 

· Exhaust gas analysers 

What are the MID’s software requirements?

Briefly, software that is critical for the metrological characteristics shall be identifiable, shall be secured, shall not be inadmissibly influenced by other software and shall be adequately protected against accidental or intentional corruption. Software that is critical for the metrological characteristics is often known as legally relevant software.

How can I be sure that my software meets these requirements?

A European consortium of manufacturers and national metrological institutes and notified bodies, known as MID-Software, has been set up to produce a guide under a European Commission contract. The aim of the guide is to produce an expanded set of requirements, together with comments and acceptable solutions that, if met, will ensure approval of the software during type examination. The Guide is meant to reflect best practice and state-of-the-art.

Do I have to follow the MID-Software Guide?

No. A manufacturer can decide for him-self how his software might meet the MID requirements. The MID-Software guide was produced to show which aspects should be considered and how they might be resolved.

What’s the future of the MID-Software guide?

The Guide and the risk classification issue will be taken over by WELMEC WG7 when the MID-Software project closes in December. The EU Commission has asked that WELMEC be the only body responsible for producing guides to EU measurement legislation. Since many of the MID-Software consortium members are also members of WELMEC, experts do not think that there will be any major changes to the MID-Software Guide when WELMEC publishes its own version.
Where can I find the latest copy of the MID?
On the GEA website (members-only area) or from the following link:
http://europa.eu.int/eur-lex/pri/en/oj/dat/2004/l_135/l_13520040430en00010080.pdf
Where can I find a copy of the software guide?
On the GEA website (members-only area) or from the following link:

http://e00051.berlin.ptb.de:7778/portal/page?_pageid=44,1,44_54168:44_61605&_dad=portal&_schema=PORTAL
The GEA’s interpretation of the MID-Software guide:
For this interpretation we have focused on Exhaust Gas Analysers, as we feel that they will be the main area for concern for GEA members.  However, please review the MID and the MID-Software Guide, vigilantly checking that all your products either apply or fall outside the scope of the directive. 

The MID-Software Guide divides the equipments into two types, known as P and U. Type-P identifies “built-for-purpose” Measuring Instruments and Type-U are measuring instruments that use a Universal Computer.
The following chart shows all devices covered by the MID and what risk-class they fall under:

Risk Category Classification

	MID Annex
	Risk Class


	
	A
	B
	C
	D
	E
	F

	MI_001

Water meters
	
	Type-P
	Type-U

	
	
	

	MI_002

Gas meters
	
	Type-P
	Type-U
	
	
	

	MI_003

Electrical energy meters
	
	Type-P
	Type-P (Prepayment and interval meters)

Type-U2
	
	
	

	MI_004

Heat meters
	
	Type-P
	Type-U
	
	
	

	MI_005

Liquids other than water
	
	Type-P

	Type-P

Type-U3
	Type-U4
	
	

	MI_006

Automatic weighing instruments
	
	Type-P
	Type-P (Totalisers)

Type-U
	Type-U (Totalisers)
	
	

	MI_007

Taximeters
	
	
	Type-P
	Type-U
	
	

	MI_008

Material measures of length
	N/A

	MI_009

Dimensional measuring instruments
	
	Type-P
	Type-U
	
	
	

	MI_010

Exhaust gas analysers
	
	Type-P
	Type-U
	
	
	


As you can see from the previous chart the majority of equipment our members are concerned with falls into risk-classes B and C.  The following chart points-out the different levels of security required for each element

	Risk Class
	Software Protection
	Software Examination
	Degree of Software Conformity

	
	
	
	

	A
	low
	low
	low

	B
	middle
	middle
	low

	C
	middle
	middle
	middle

	D
	high
	middle
	middle

	E
	high
	high
	middle

	F
	high
	high
	high


Therefore Exhaust Gas Analysers will require the following levels of software security:

Type P = Risk-class C = Middle – Middle – Middle

Type U = Risk-class B = Middle – Middle – Low

The next step is to review the MID-software guide to learn what is involved in meeting each of the security levels.  The following section has been extracted from the MID-software guide and out-lines the Definitions of Risk Classes.  The relevant areas are identified in underlined text.
11 Definitions of Risk Classes

11.1 General principle

The requirements of this guide are differentiated according to risk classes. Each measuring instrument must be assigned to a risk class because the particular software requirements to be applied are governed by the risk class the instrument belongs to. A risk class is defined by the combination of the appropriate levels required for software protection, software examination and software conformity. Three levels, low, middle and high are introduced for each of these categories.

11.2 Description of levels for protection, examination and conformity

The following definitions are used for the corresponding levels.

Software protection levels

Low: No particular protection measures against intentional changes are required.

Middle: The software is protected against intentional changes made by using easily available and simple common software tools (e.g. text editors).

High: The software is protected against intentional changes made by using sophisticated software tools (debuggers and hard disc editors, software development tools, etc).

Software examination levels

Low: Standard type approval functional testing of the instrument is performed. No extra software testing is required.

Middle: In addition to the low level, the software is examined on the basis of its documentation. The documentation includes the description of the software functions, parameter description, etc. Practical tests of the software-supported functions (spot checks) may be carried out to check the plausibility of documentation and the effectiveness of protection measures.

High: In addition to the middle level, an in-depth test of the software is carried out, usually based on the source code.

Software conformity levels

Low: The functionality of the software implemented for each individual instrument is in conformity with the documentation approved.

Middle: In addition to the conformity level “low”, depending on the technical features, parts of the software shall be defined as fixed at type approval, i.e. unalterable without NB approval. The fixed part shall be identical in every individual instrument.

High: The software implemented in the individual instruments is completely identical to the approved one.

11.3 Derivation of risk classes

Out of the 27 theoretically possible level permutations, only 4 or at the utmost 5 are of practical interest (risk classes B, C, D and E, eventually F). They cover all of the instrument classes falling under the regulation of MID. Moreover, they provide a sufficient window of opportunity for the case of changing risk evaluations. The classes are defined in the table below.

11.4 Interpretation of risk classes

Risk class A: It is the lowest risk class at all. No particular measures are required against intentional changes of software. Examination of software is part of the functional testing of the device. Conformity is required on the level of documentation. It is not expected that any instrument is classified as a risk A instrument. However, by introducing this class, the corresponding possibility is held open.

Risk class B: In comparison to risk class A, the protection of software is required on the middle level. Correspondingly, the examination level is up rated to the middle level. The conformity remains unchanged in comparison to risk class A.

Risk class C: In comparison to risk class B, the conformity level is raised to “middle”. This means, parts of the software may declare as fixed at type approval. The rest of the software is required to be conforming on the functional level. The levels of protection and examination remain unchanged in comparison to risk class B.
Risk class D: The significant difference in comparison to risk class C is the raising of the protection level to “high”. Since the examination level remains unaffected at “middle”, sufficiently informative documentation must be provided to show that the protection measures taken are appropriate. The conformity level remains unchanged in comparison to risk class C.

Risk class E: In comparison to risk class D, the examination level is upgraded to “high”. The levels of protection and conformity remain unchanged.

Risk class F: The levels with respect to all aspects (protection, examination and conformity) are set to “high”. Like risk class A, it is not expected that any instrument is classified as a risk F instrument. However, by introducing this class, the corresponding possibility is held open.
Please note:

This document is intended as a guide only, so please remember to review the MID and the MID-software guide, carefully checking that your products either apply or are not effected by the scope of the directive. 

� MID_Software Guide V0.056 (proposed)


� This type is still unknown but if it existed it is likely it would be allocated to this risk class.


� If they belong to a non-critical category or field of application


� If they belong to a critical category or field of application
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